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w A B C O N ©O T

HacTosuee pyKOBOACTBO pacnpoOCTpaHsAeTcs Ha 060pyLoBaHNE M NMPOrpPaMMHOe
obecneyeHme npounssoactea OOO «Bera-A6conoT» 1 onpeaenset NopsAoK pa3BopavmBaHms

cetn LoRaWAN ¢ ncnosibsoBaHMEM LaHHbIX MPOLYKTOB.

PyKoBOACTBO NMpefHasHavYeHo s CneunanmcToB, MMELWMX OnbIT paboTbl CO Cpenomn
Linux, ceTeBbIMM NOAKIKOYEHUSIMN, U MUHUMAJIbHbBIA OMbIT aAMUHUCTPUPOBaHUS CETEWN.

B npouecce HacTpPOMKM U pa3sBoOpauyMBaHMUA CE€TM MOTYT BO3HUKHYTb
CUTYaLUK, He NpeayCMOTPEHHbIE B JAHHOM PYKOBOACTBE, MO3TOMY ANis
rapaHTUpPOBaHHOrO pesyibTaTa pa3BoOpavyMBaHME CETU  [AOJDKHO
OCYLLECTBAATbCA KBaIMPULIMPOBAHHbIMU CNeuanmcTamm

4 Pesm3ua Ne 03 o1 13.01.2020



CeTb LORaWAN / PykoBOACTBO MO pa3BopaynBaHuMiO M HACTPOMKe @ Beaa

A B C O N1 10O T

1 OBLLEE ONNCAHUNE YCTPOMUCTBA CETWU

CeTtb LoRaWAN 370 pagmoceTb. ObLeHne mexay OKOHEYHbIMU YCTPOMCTBaMM U
CepBEPOM OCYLLECTBASETCS Yepe3 peTPaHCAATOPbl PAAMOCUIHaNa, B POJIM KOTOPbIX BbICTYMaloT
6a3oBble cTaHuunK Bera bC.

Ba3oBble CTaHLMWN 3aPErMCTPUPOBaHbI HA CEPBEPE N UMEIOT NPUBA3KY K CEPBEPY.
OKOHeuUHble YCTPONCTBA 3apermcTPMPOBaHbl Ha CEPBEPE U MMEIOT NMPUBA3KY K CEPBEPY.

Mexay 6a30BbIMU CTaHUMAMU N OKOHEYHbIMU YCTPOMCTBAMM HUKAKOM KOHKPETHOM
NnpuBA3KN HeT. ba3oBas cTaHUMs NepeaaeT coobLeHMs C cepBepa B 3PP, a BCE OKOHEYHbIE
YCTPOWMCTBaA B pagamnmyce pacnpoCTpaHeHNs CUrHaNa NMPUHUMAIOT 3T COO6LLEHUS. TakxKe 1
Hao60pPOT, OKOHEYHOE YCTPOMCTBO NepeaaeT cooblieHus B 3pup, a Bce 6a30Bble CTaHLMM
NO6AN30CTU MPUHMMAIOT 3TN COOBLLEHUS W NepeaatoT Ha CePBEP, K KOTOPOMY MPUBSA3aHbI.

CoobueHunsa copep)aT MAEHTUDUKALMOHHYIO MHGOPMALIMIO, MO3TOMY CEpPBEP He
obpabaTbiBaeT COOHLLEHNSI C YCTPOMCTB, HE 3aperMcCTPUPOBAHHbIX Ha JAHHOM CEpPBEPE, TaK e
N OKOHeYHble YCTPONCTBA He 06pabaTbiBalOT COOOLLEHWS, NpeaHa3HaYeHHble Ans APYroro
OKOHEYHOr o YCTPOMCTBA.

‘ 10T Vega
ro AdminTool

OKoHeyHoe '

yCTPOWCTBO I é r

10T Vega Pulse

ba3oBas cTtaHuus

10T Vega Server

OKoHeYHoe o
YCTPOMCTBO OQ l
CTOpOHHee

npunoxexHue

Taknum 06pa3oM, MOCTPOEHNE CETU HAYMHAETCS C OpPraHM3aLMn CcepBepa Ha NOAXOASALLEM
onsg aToro o6opyaoBaHum. Cepeep AOMKEH paboTaTb KPYIrIOCYTOYHO ANst obecrneyeHns paboThbl
ceTw.

Hanee Heo6XxOAMMO ObecnevnTb CBSI3b 6Aa30BOW CTaHUMKM U CEPBEPA, MOCIE YEro MOXHO
Ha4YMHaTb MOAKNOYaTb OKOHEYHbIE YCTPOMNCTBA.

Pesum3aua Ne 03 oT 13.01.2020 5



"a‘ Beaa CeTb LORaWAN / PykoBOACTBO MO pa3BoOpavMBaHUIO N HACTPOMKE

2 HEOBXOAMMbIN MUHUMYM O/719 NOCTPOEHUA CETWU

[MporpammHoe obecneyeHmne

IOT Vega Server

IOT Vega AdminTool

IOT Vega Configurator

Opawneep onga COM-nopTa

HOpaveep ona USB

PuTTy nnn niobas apyras TepMmHanbHas nporpamma ansg paéotsl no SSH
LoRa Scaner (onumoHanbHO)

O6opynoBaHune

basoBas ctaHums

AHTeHHa

POE-apmantep

KoMnbloTep ¢ BbIXOAOM B IHTepHET
CeTeBoe 060pyLOBaHME

OKOHeYHble yCTponcTBa (ONUMOHaNbHO)
JlokymMmeHTauus

PykoBoactso Ha |IOT Vega Server

PyKoBOACTBO Ha 6a30BYIO CTaHLMIO

PYyKOBOJCTBO Ha OKOHeYHble YCTPONCTBA (ONuMOHaNbHO)
[Npouee

Ka6enb mini-USB ons nogkntoveHmns 6a3oBOM CTaHUMN K KOMMbOTEPY
Kabenb micro-USB ang noakntovyeHmUs HEKOTOPbIX OKOHEYHbIX YCTPONCTB (OMNLMOHANbHO)

MporpammHoe obecrneyeHne N JOKYMEHTALMIO MOXHO HalTK Ha canTe iotvega.com.

PuTTy - ceoboaHO pacnpocTpaHsemoe 10, KOTOpOe MOXXHO HAaNTU Ha canTe
pa3paboTymKa.

6 ] PeBum3sma Ne 03 o1 13.01.2020



CeTb LORaWAN / PykoBOACTBO MO pa3BopaynBaHuMiO M HACTPOMKe @ Beaa

A B C O N1 10O T

3 MPOUECC NOCTPOEHUA CETH

HOCTpoeHI/Ie CETUM OCYLLECTBNIAETCA B HECKOJIbKO 3Taros.

1. YcTaHOBKa M HaCTpOMKa cepBepa.

2. TlopkntoyeHne 6a30BOM CTaHLUMN K CEPBEPY.

3. TlopknoyeHne OKOHEYHbIX YCTPOMUCTB K CEPBEPY.
4. YcTaHOBKa 060pyLOBaHMUS Ha MECTO ero paboThl.

MpryeMm nepBbIt 3Tan HEOOXOAMMO OCYLLEeCTBAATb Ha KOMMbOTEPE, KOTOPbIM
BMNOCNEACTBUMN CTAHET CEPBEPOM U BYAET KPYINOCYTOYHO paboTaTh.

BTopon wn TpeTunm 3Tanbl MOXHO OCYLECTBAATb B JIIO6OM YyAOO6HOM MecTe C
KOMMMbIOTEPOM, MOAK/OUYEHHbBIM K CeTU VIHTepHeT.

YeTBepTbl 3Tan OCYLLECTBASETCS Ha MECTax YCTaHOBKM KOHKPETHbIX YCTPOWCTB.
3TAM 1- 10T VEGA SERVER

[Tocne ckaumMBaHWs apxmBa C HYXXHOW BepcCuen cepsepa, CliefyeT pacrnakoBaTb apXuB,
3aMTM B Nanky 1 OTKpbITb pann settings.conf B nlo60M TekCTOBOM pepakTope. daHHbin dann
COOEPXKUT HACTpoMku cepBepa. Coaepxmnmoe dpanna npuBeaeHO Hmke. KpaCcHbIM BbloeNEHbI
CTPOKM, B KOTOPbIX CieAyeT MPOU3BECTU UBMEHEHMS, CUHUM OTOOPaXKeHbl KOMMeHTapun Ganna,
3€1E€HbIM KOMMEHTapUM JaHHOIO PYKOBOACTBA.

# Host connection settings

[host]

# IP-address for UDP connection (gateway connection)

ip=127.0.0.1 - 34ecb HyXHO yKa3aTb IP-agpec KoMnbwTepa, Ha KOToOpom byaeTt
pacnosioxeH cepsep

# Port for UDP connection (gateway connection)

udpPort=8001 - >TOT NOpPT MUCNONb3yeTCHA ANA NOAKAHYeHMA 6a30BbIX CTaHUUK K
cepsepy

# Port for TCP (WebSocket) connection

tcpPort=8002 - 3TOT NOpPT MCMNOAb3yeTCA BHEWHUMU MPUIOXEHUAMU, OH MPUroaUTCA
npu noakawyeHun K cepsepy 4Yepe3 IOT Vega AdminTool

# "path" part of webSocket address

webSocketPath=/

# Flag of using SSL encryption for WebSocket

useSSL=0

# SSL certificate filename (certificate must be in server’s directory)

certFileName=cert.crt

# SSL key filename (key must be in server’s directory)

keyFileName=key.key

# LoRaWAN network settings

[lora]
# LoRaWAN network identifier (should be random between 1 and 127)

Pesum3aua Ne 03 oT 13.01.2020 ‘ 7



"o“l Beaa CeTb LORaWAN / PykoBOACTBO MO pa3BoOpavMBaHUIO N HACTPOMKE

networkID=1 - wuaeHTuduKaTOp cCeTU cnegyeT MeHATb B TOM C/ay4ae, ec/au
no6ansocTn opraHusoBaHo 6osnee OAHOW CeTU, B OCTajlbHbIX C/y4asxX B OTOM HeT
HeobxoaAnMoCTH

# Flag for using Plug-and-Play gateways function.

# If this value is 1, server would automatically append all gateways which
connected to one

usePnPGateway=1

# Super user options

[root] B maHHOM pa3gene HyXHO 3afjaTb JIOTMH W Naponb ANA cynepnojb3oBaTensd,
3TU JaHHble 6yayT MCNoNb30BaTbCA Mpu obpaweHun K cepBepy 4Yepes npuaoxenue IOT
Vega AdminTool

# Login for super user

root=root

# Password for super user (recommendation: change this password to your
own)

password=123

# Console settings (volume of debug information)

[console]

# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsglLevel=20

# Maximum level of console messages that will be saved into LOG file
(levels of messages represented below)

maxLogMsglLevel=0 npu nepBoHa4yanbHON paboTe C CEeTbW ANy4ywe MU3MEHUTb 3STO
3HayYeHMe Ha 20, 4Tobbl B fNOr-gawn BbIBOAMIOCH KaK MOXHO 6onbwe uHbopmauuu And
AanbHehwnx obpaweHnihi B cnyxby noadepxku; Korga ceTb CTabunbHo paboTaeT w
KO/IMY4EeCTBO YCTPONCTB BO3pacTaeT MHOIMOKpaTHO, €eCTb CMbIC/T MOHWU3UTb YPOBEHb
MHOOpPMaTMBHOCTK nor-danna anAa b6onee nerkoro noucka no danny

# Console message levels:
# errors =0

# uplink =1

# downlink = 2

# warning = 3

# info = 4

# debug = 20

# External DataBase settings

[external_db] B paHHOM pa3pene cnepyeT NpoOvM3BOAUTb W3MEHEHUS TOJIbKO B TOM
cny4ae, ecnu Bbl NAaHUpyeTe HacTpauBaTb paboTy C BHewHeih 6a30M [aHHbIX; MO
YMONYaHu BHewHAs 6a3a AaHHbIX OTK/AKWYeHa, a cepBep paboTaeT ¢ cobcTBeHHoM 6a3oM
AaHHbIX

# Flag of using external DB

useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE

typeExternalDb=MYSQL

# Name of external DB (schema's name for MYSQL)

nameExternalDb=server

8 ] PeBum3sma Ne 03 o1 13.01.2020



CeTb LORaWAN / PyKoBOACTBO MO pa3BoOpaymBaHmMiO M HACTPOMKe ) Beea

, A B C O N1 10O T

ipExternalDb=127.0.0.1
portExternalDb=5505

userExternalDb=admin
passwordExternalDb=admin

[Tocne BHeceHWs HeOBXOAMMbIX U3MEHEeHUM dann HAaCTPOeK cnefyeT COXPaHUuTb U
3aKpbITb.

Ons KOPPEKTHOM PabOoTbl CEPBEPA HYXXHO TaKKe YCTaHOBUTL ApanBepa openSSL 1 msvc
c++ 2013, nanky C KOTOPbIMW HAXOOSTCS B KOPHEBOW Marnke cepeepa.

Mocne 3TOro MOXHO 3anycTuTb dann iot-vega-server.exe n yb6eanTbCs, YTO CepBep
paboTaerT.

[® C:\Users\Helen\Downloads

I0T Vega Server 1.1.5

INFO: Table gueuetransmit is cleaned
INFO: Table "bhufMacDevParams" iz cleared
INFO: UdpServer state changed: 4

UDP =zocket has opened. IPI[122.168_.0.77:-8001 1
WebhSocketServer has opened. Port[8002]

O KoppekTHOM paboTe cepBepa roBopsaT cTpokn UDP socket has opened wn
WebSocketServer has opened, a Tak)xe OTCYTCTBME KaKUX-NIMHO COOBLLEHMNN 06 OLLUMBKaX.

3aKpbiBaTb CEPBEP HE HYXXHO, OH HEOHBXOAMM A1 PAabOThl CETU.
OTAMN 2 - BA3OBAA CTAHU WA

Mocne 3anycka cepBepa MOXHO MPUCTYNaTb K MOAKJOYEHWUIO WU HACTpOMKe 6a30BOM
CTaHumu. [ns nopkndeHus 6a3oBOM CTaHUMM K KOMMObOTEPY MNOTpedyeTcd YCTaHOBUTb
npaveep anga COM-nopTa (ero MOXHO ckavaTb Ha canTe iotvega.com cO CTpaHuLUbl 6a30BOM
CTaHumM). Takxke HeobxoaMMa TepMMUHanbHas nporpamma PuTTY wunm nobaa gpyras
TepMUHaNbHasg NporpamMmma ¢ NoAAepPXKOM noaxkmoveHns no SSH.

[NoakntoveHmne OCYLLEeCTBJIAETCA B Caedyrouem nopagke:

1. TlopknounTb 6asosyto cTaHumio kK POE-apganTtepy.

Pesumams Ne 03 oT 13.01.2020 9
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CeTb LORaWAN / PyKOBOACTBO MO pa3BOpPaYMBaHUIO N HACTPOMKe

2. Topknounts POE-apantep kK LAN pa3bemMy ceTeBOro o60pyLoBaHMS U NOAKIIIOYUTL B

CETb SNIEKTPOMNTaHNA.

3. TopknounTb 6a30BYHO CTaHUMIO K KOMMbloTepy no USB.
4. YctaHoBuTb gpameep ang COM-nopTa. B amcnetyepe ycTponcTs B pasgene «[1opTbi»
yb6ennTtbce, 4To nosisuacs COM-nopT NoAKIOYEHHOM 6a30BOM CTAHLUMKM U 3aMOMHUTb

ero Homep.

5. OTtkpbiTb nporpammy PuTTY, BbIMOAHUTL NOAKMOYEHME MO MNOCNefOBaTENbHOMY
NOPTY COMAacCHO PYKOBOACTBY MO 3KCrlyaTaumm 6a30BOM CTaHLUMW.
6. locne 3TOoro oTKpbITH NMporpammy PUuTTY, Bbi6paTh cnocob noaknoyeHms Serial, n
BBECTU HOMep BUpTyanbHoro COM-nopTa 6a30BOM CTaHUMK U cKopocTb (115200) B

COOTBETCTBYIOLWME MNOJIA.

ﬁ PuTTY Configuration
Category:

[=)- Session

[=1- Teminal

- Keyboard
 Bell

- Features
= Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours

[=)- Connection

- Data

- Prosy

- Telnet

- Rlogin

- 55H

- Serial

Basic options for your PuT T session

ecify the destination

U want to connect to

y

= |

About

Senal line Speed
COoOmM33 115200
Connection type:

(' Raw () Telnet ) Rlogin ) S5H | @ Serial

Load, save or delete a stored session

Saved Sessions

cubig

Default Settings

Close window on exit:
(1 Mever

() Aways

Save

Delete

i@ Only on clean exit

IIg
8

Open

I

Cancel

7. Tlocne yero HaxaTb Open.

Mocne nogktoyeHns K 6a30BOM CTaHLMM MOSIBUTCAS OKHO TepMuHana PuTTY, rae Hy»HO
BBECTU JIOTMH W Naposb. [10 yMmonyaHuMio ong noakntoveHns K 6a3oBon CTaHUMU UCMONb3yeTCs

PeBun3ma Ne 03 o1 13.01.2020



CeTb LORaWAN / PyKoBOACTBO MO pa3BoOpaymBaHmMiO M HACTPOMKe ) Beea

, A B C O N1 10O T

NorvH root 1 naponb temppwd (Npu BBOAE Naposis CUMBOJbI OTO6paxaTbCst He 6yayT). [pu
NepBOM NOAKIOYEHNMN PEKOMEHAYETCSH U3BMEHUTb MNAPOb AN UHAMBUAYANbHOIO AOCTYMa.

£ COM33 - PuTTY o= | =
e

8. Tenepb MOXXHO MPOU3BOAUTL HACTPOMKMN.

[Mporpamma Packet forwarder 3anyckaeTcs aBTOMaTUYECKU NpU CTapTe cucTemsl. [epen
TeM, KaK HaCcTpamBaTb 6@30BYIO CTAHLMIO HY)KHO 3aBepLUMTb npouecc Packet forwarder, Habpas
KOMaHAy:

/etc/init.d/lora_watchdog stop

P ™y

COMMO - PuTTY = || = | =

[ng U3MeHeHns HacTpoOeK HEO6XOAMMO B TEPMUHANE HabpaTb KOMaHY:
nano LoRa/packet_forwarder/lora_pkt_fwd/global_conf.json

Jlnctaem dpanmn HaCTpOeK BHU3 4O CTPOYKM gateway_conf.

Pesum3aua Ne 03 oT 13.01.2020 11
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=10] x|

.ket_forwarder /Tora_pkt_fwd/gTobal_conf. J -

ddress/ports, or overwrite in local_conf$

or your networ k

Read File [ v Page @3 Cut Te: & Cur Fos
where Is J Xt Page Qi UnCut xti@ To Spell -

B naHHOM pasgene Hy>XHO ykasaTb |IP-agpec n UDP-nopTt cepBepa, ykasaHHble B dpanne
HacTpoek cepaepa settings.conf.

ﬂOpT YKa3blBaeM OBaXX[bl, B CTPOYKAX serv_port_up u serv_port_down OONH N TOT Xe.

GNU nano 2.2.6 File: ... ket_forwarder /Tora_pkt_fwd/global_conf.json Modified Ja

dress/ , or overwrite in local_conf$

1,0 ]
Wity parameters for your network
: 10,

( Help BB wri iTe v Page (@3 Cut Text [J& Cur Pos
{ Exit Justify where I: t Page @i unCut till To spell -

[Mocne BHeCceHUa U3MeHEeHUM HaxkaTb Ctri+-X — Bbixo 13 danna. Ha npeasioxXeHHbIn BONpPoC
O COXPaHEeHUU M3MeHEHUM HaxkaTb Knasmwy Y. [loaTBepAnTb Knasumwewn Enter.

[Mocne nsmeHeHus HaCTpoOeK 6a30BOM CTaHUMN HEOHXOAMMO CHOBA 3anyCTtnTb Npouecc:

/etc/init.d/lora_watchdog start

12 PeBum3sma Ne 03 o1 13.01.2020



CeTb LORaWAN / PyKoBOACTBO MO pa3BoOpaymBaHmMiO M HACTPOMKe ) Beea

P

COMMO - PuTTY = || 3| R

Mocne vero npouecc Packet forwarder 6yneT 3anyLeH ¢ HOBbIMU HACTPOMKAMMU.

B okHe cepBepa MOABUTCA 3amMcCb O MOAKMOYEHHOW 6a3oBoM cTaHumm. ObpatuTte
BHMMaHMe Ha 3HadyeHune oTkanka (napameTtp LATENCY), OH MOXET BapbMpOBaThCA B
3aBMCUMMOCTM OT KadvecTBa cBsi3n oT O go 100 no cetn Ethernet n ot 100 no 500 no cetn 3G B
nopsiake HOPMbI.

(W c:\Users\Helen\Downloads

I0T Uega Server 1.1.5

INFO: Tabhle gueuetransmit is cleaned
INFO: Table "bufMacDevParams' iz cleared
INFO: UdpServer state changed: 4

UDP zocket has opened. IPI[192_168_0_.77:8001 1]

WebhSocketServer has opened. Port[BOOZ2 ]

INFO: Mew Plag_and_FPlay gateway [000060640544736F]1 has bheen regizstered
>> DD0DO60640544736F | LATENCY 47 <<

CepBep 1 6a3oBasgd CTaHUMA APYT Apyra BUOAT, MOXXHO 3akpbiTb PUTTY. CepBep Ao/HKeH
OCTaBaTbCst OTKPbITHIM.

IOT VEGA ADMINTOOL

OTKpbITb MaNKy € NporpamMmomn, Hantn damn config.js 1 OTKPbITb C MOMOLLBIO NOBOro
TEKCTOBOTIO pefakTopa. B naHHOM danne Bcero nBe CTPOYKMU:

const address ws = 'ws://127.0.0.1:8002";
const demo_user = false;

M3meHuTb cnepyeT IP-agpec n HoMep nopTa B COOTBETCTBMWU C YKasaHHbIMK B danne
HacTpoe cepBepa settings.conf, HO B 3TOT pa3 HY>XXHO Kcnonb3oBaTb TCP-nopT. Nocne vero
COXPaHUTb U 3aKPbITb han.

3anycTtutb dann index.html ¢ nomoubio noboro 6paysepa. OTkpoeTcs web-cTpaHmua ¢
NaHesNblo BBOAA NOTMHA M naponsd. [1epBbiM AeNOM cnefyeT HaXkaTb KHOMKY B BUAE LUECTEPEHOK.
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Authorization IOT Vega Server

Login

Login
Password

Password

:

[ToABNTCA CTPOKa C aAPECOM U MOPTOM CepPBeEpPa, YKa3aHHbIMU B panie HaCTpoeK
config.js, a Takke 3Ha4YOK NOAKIIOYEHUS K CepBepy. 3e/1éHbIN 3HaYOK O3HaYaeT yCrnelwHoe
NOLKJ/IIOYEHME.

Authorization 10T Vega Server

Login

Login
Password

Password

WebSocket addrpss @

ws 192168 0778002 =

«

B nons Login n Password Heo6xoaMMo BBECTU IOTMH M MapOsb, YKa3aHHble B danne
settings.conf cooTBeTCcTBEHHO. HaxaTb KHOMKY Sign in.

MNpunoxenune IOT Vega AdminTool 3anyLeHo.

Bo Bknagke Gateways MOXHO yBUAETb MOAKMOYEHHYIO 6A30BYIO CTaHLUMIO.

14 ] PeBum3sma Ne 03 o1 13.01.2020
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CONNECTED GATEWAYS =
Gateway ID Comment ~ Active Latency
0000606405447 36F PnP_GW_000060640544736F ® 1 3 Q

B konoHke Active oTob6paxkaeTcs cTaTyC 6a30BOM CTaHUMK, 3€1E€Has raJlodka O3Ha4vaer,
4TO 6a30Bas CTaHUMA NepenaeT fJaHHble Ha CepBep.
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3TAMN 3 - NTOAKTKOYEHME OKOHEYHbIX YCTPOWCTB

MNepel NepBbIM MOAKMOYEHMEM YCTPOMCTBA K KOMMbIOTEPY HEOOXOAMMO YCTaHOBMUTH
apameep angd COM-nopTa stsw-stm32102, KOTOpbIN MOXHO CKayaTb Ha camTe iotvega.com.
[Mocne 3anycka ncnosHsemoro ¢amna VCP_V1.4.0_Setup.exe NOIBUTCSH OKHO YCTAHOBLLMKA:

B 3ToM OKHe Hy>XHO HaxaTb kKHOMKy Next, 3atem Install, nocne yero HauyHETCH
yCTaHOBKa. [10 OKOHYaHMKM NOSABUTCA OKHO YCMNELWHOro 3aBepLUeHnst YCTaHOBKMU.

Mocne HaxaTus Finish opanBep rotos K paboTe, - MOXXHO NOAK/IOYATb OKOHEYHbIE
ycTpomncTea no USB.

Bce OKOHeYHble yCTPOMCTBa HaCTPamMBalOTCS C MOMOLLbIO NporpaMmmsbl «Vega LoRaWAN
Configurator» npwu nogkmoveHnn K komnbtoTepy no USB. [lMporpamma «Vega LoRaWAN
Configurator» He TpebyeT ycTaHOBKW. [1pun 3anycke ncnonHgemoro damna nosBaseTcs OKHO
pPaboTbl C MPOrPamMMoOn.

[na noakntoyYeHns K yCTPONCTBY HEOH6XOAMMO BbIMOIHNTL ClefyoLLIMe LWarn:

1. MoaknounTtb USB-Kabenb K yCTPONCTBY.
2. 3anycTtutb nporpammy «Vega LoRaWAN Configurator».
3. HaxaTb KHOMKy «[1oAKIIOUYMTBCA» B MEHIO C/IEBA.

HporpaMMa adBTOMaTUYECKN pacCrno3HaeT TUn yCTpOIZCTBa, M MeHIO BbI60pa yCTpOVICTBa
CTaHET HEAKTUBHbIM.

=1ol x|

B E a a I||.Hn¢|opna|.uw t_?:RaHanpoﬁm LoRaWAN T*TBera M-BUS-1 Asbik:| Russian ™

A B C O N KT
Peskim:

MpocTait - Device address: 0067074F Device EUL: 353037357A375E15

JNaHHele ana ABP NarHsie ana OTAA

Mogens ycTpoiicTea Application session key: 4A001700353037353037471565677E4A Application EUL: 4D2D425553203120
Bera M-BUS-1 Metwork session key: 30374715353037354A0017007A375E15 Application key: 7A375015000000007A3750151F50205F

FNoaknoumTecs Mridopraua of ycrpoiicTee WHbopnauws o ceTk

X OTRAOUHTLER Mogent yCTpoAcTEa: Bera M-BUS-1 CTaTYC NPHCOEAMHEHHA: He B ceTH
Bpema ycTpoiicTea (UTC): 05.03.2018 04:15:15 Device address: 00000000
Bepoas NO: VEGA M-BUS-10.11 FapaHTHIHBIA CHETYMK NEKETOS: 17

.!.OGHonrb MPOWMBKY () MpucoeAMHTLCR K CeTK

Cronyunte HacTpoiii

 TIpUMEHUTL HACTPOIKN
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CeTb LORaWAN / PyKoBOACTBO MO pa3BoOpaymBaHmMiO M HACTPOMKe

BC€, 4TO HYXHO [/ NOAKMOYEHUA YCTPOMUCTBA K

«MHPpopmauma».

BEa2a

A B C O N1 10O T

‘f-\'
)

CETN HaxXxoaonNTCd BO BKJ1agKe

Inlstidoprawss | LoRaHactpoiicu Lorawan | 1} tBera M-BUS-1

Asbik:| Russian ™

laHHeIe ana ABP

laHHbie ana OTAA

Device address: 0067074F Device EUL: 353037357A375E15

Application session key: 4A001700353037353037471565677E4A Application EUL: 4D20425553203120

Metwork session key: 30374715353037354A0017007A375E15 Application key: 7A375015000000007A3750151F50205F
MHpopMauma ob yoTpolicTee WHdopMaLwmA o ceTH

Mofens YCTPOIRCTES: Bera M-BUS-1 CTaTyC NpHCoedMHEHHA: He B ceTH

Bpema ycrpoictea (UTC): 05.03.2018 04:15:15 Device address: 00000000

Bepaaa NO: VEGA M-BUS-10.11 TapaHTHIHBI CHETUMK NEKET0B: 17

b 06HOBMTE NpolMBKY () MpucoeAnHUTLCA K CETH

HaHHble ansa ABP — oTo6parkatoTCs AaHHble, HEOBXOAMMbIE A1 PErnMcTpaLnm yCTponCTBa
B ceT LoORaWAN B pexunme aktmBaumm ABP (Activation By Personalization).

OaHHble ana OTAA - oOToOpaxkaloTCs [HaHHble, Heobxoaumble 0N perncrpauum
ycTponcTBa B ceTn LoORaWAN B pexunme aktuBaumm OTAA (Over The Air Activation).

Ons nogkntoveHns ycTponcTBa kK cepBepy B nporpamme |OT Vega AdminTool
Heob6XxoAMMO MepenTn Ha BkIagky Devices M HaxaTb KHOMKY n [MosBUTCSA OKHO
NOAK/IIOYEHUS HOBOIO OKOHEYHOro ycTpowmcTBa. [lons, ob6s3atenbHble AN  3anOJIHEHUS
NOACBEYEHbI KPAaCHbIM LBETOM. TakXe pekoOMeHAyeTCs yKasblBaTb UMS AeBalcCa, YUTOObl MOXHO
ObINO  OLHO3HAYHO WAEHTUOULMPOBATL €ro npu 6GOMbLIOM KOJMMYECTBE MOAK/IOYEHHbIX
YCTPOWUCTB.

Knacc yctponcTea MOXHO MOCMOTpPETb Ha camTe man B nporpamme «Vega LoRaWAN
Configurator» BO BkaaKke KOHKPeTHOro yCTpOMCTBa.

I||.HHdJopMaLu.nﬂ L:&):RaHacrpoﬁlm LoRaWWAN T“’Bera M-BUS-1 H3bik:| Russian

Terylwee CoCTOAHUE

TemnepaTypa: a
3apan GaTapeu: 0

Knacc ycrpoicTea: Knacc A

[Nocne 3anosiHeHUs BCEX MOJIEN HaxaTb KHOMKY Save. YCTPOMCTBO MOSIBUTCS B CMUCKE
YCTPOMUCTB.

CONNECTED DEVICES

DevEUI Last connection ~ Activation type

SE15 Undefined ABP - @ o 0

Device name

S

end device ILTINZITFILT,
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B nporpamme «Vega LoRaWAN Configurator» HaxaTb KHOMNKY «[1p1COeAMHNTBLCS K CETUY.
Y6eaumTbCs, YTO NaKeT NpuLen Ha cepsep, B cTosnbue Last connection nosBuTca MHpopmaums
[AaTOM 1N BpEMEHEM NOC/IeJHEro rnakeTa.

Tenepb MOXXHO HAaCTPOUTb YCTPOMCTBO B Nporpamme «Vega LoRaWAN Configurator» B
COOTBETCTBMM C PYKOBOACTBOM MO 3KCMJlyaTauMM Ha KOHKPETHOe YyCTPOMCTBO. [Mocne yero
OTCOEAUHUTbL YCTPONCTBO OT KOMMbIOTEPA.

Takum 06pa3oM, MOXHO NMOAKIOUYNTL O6blE OKOHEYHbIE YCTponcTBa K ceTn LoRaWAN.

18 PeBum3sma Ne 03 o1 13.01.2020
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STAM 4 - YCTAHOBKA ObOPYAJOBAHWUA HA MECTO EITO PABOTDI

Tenepb, korpa cetb LORaWAN nocTtpoeHa W ycCnewHO JGYHKUMOHUPYET, HYXHO
pa3MecTUTb 6a30Bble CTaHLUMU W OKOHEeYHble YCTPOMCTBA TaM, rAe OHW 6yayT paboTaTb
MOCTOSIHHO.

Pa6oTa ceTn BO MHOIMOM 3aBUCUT OT MPaBUJIbHOIO B3aUMHOIO PacrnoNOXKEHUS aHTEHHbI
6a30BOWM CTaHLMN M OKOHEYHbIX YCTPOMCTB. [MpOBEPUTL KAYECTBO CUTHANa MOXHO C MOMOLLbIO
TecTtepa cetn LoRaWAN. lMopsaok npoBeneHns paboT 3aBUCUT OT KOHKPETHbIX Lenen, ans
KOTOPbIX CTPOUTCH CeTb, U MNOPSAOK pasMelleHUss YCTPOWCTB M aHTEHHbl BblOMpPaeTCs B
COOTBETCTBUN C HUMM.

OCHOBHble peKoMeHJauMu Mo pasMeELLEeHUIO aHTEeHHbl AaHbl B PYKOBOACTBE MO
aKcnyaTaumm Ha 6a3oByto cTaHumio. Obuiee NpaBMAO — aHTEHHa AO/MKHA 6biTb PACMONOXKEHA
Ha BbICOKOW TOYKE, Ha OTKPbITOM MPOCTPAHCTBE, YTOObI HUYErO HE MELLIANO PACAPOCTPAHEHMIO
curHana. Yem MolLlHee aHTeHHa, TeM Jajiblle pacrnpoCTPaHsAeTCs CUrHaja, MNo3TOMY
PEKOMEHAYETCSH WUCMOJIb30BaTb aHTEHHY C YCWeHMeM, no KpanHen mepe, 10 dBi. C Takomn
AHTEHHOWM 30Ha MOKPbLITUSA 6A30BOM CTaHUMM MOXET AOoCTuUraTb 5 KM B ropoge, n 15 km 3a
ropofoM. Takum 06pa3om, pasMelllaTb aHTEHHY C 6a30BOM CTaHUMEN He 06A3aTE/IbHO B TOM e
30aHUK, rae OyayT HaXOAMUTbCS OKOHeYHble YyCTPOWCTBa. Ecnm Tpebyetca obecneunTb cOOp
JaHHbIX C ABYX 34aHWUM, HAXOAAWMXCS Ha yOANeHUU 7 KM Apyr OT Apyra, TO 6a30BYKO CTaHUMIO
MOXHO pPa3MecTUTb MPUMEPHO MeXAy 3TUMM 3haHusMUK. Tak 6as3oBas cTaHuua 6yneT Ha
yoaneHunm 3,5 KM OT KaXAoro 34aHust U OyaeT YBEPEHHO OCyLeCTBAATb CO0Op AaHHbIX C
OKOHEYHbIX YCTPOWCTB.

basoBasi cTaHUMA COEANHAETCS C aHTEHHOM MPOBOAOM, MO3TOMY MOXET HaxoAUTbCH B
NMOBOM MecCTe, YAOOHOM Ans nofkatoveHus K cetn Ethernet nnmn 3G.

[Mocne yCTaHOBKM 6a30BOM CTaHUMM M AHTEHHbI, W MPOBEPKM KOPPEKTHOM paboThl
6a3zoBon cTaHumm yepes IOT Vega AdminTool MOXHO MpUCTynaTb K YCTaHOBKE OKOHEYHbIX
YCTPOWCTB.

C nomoulbto TeCTEepa CETU MOXHO y6e,D,MTbCﬂ B Ka4eCTBE€ CUIMHalsla Ha MeCTe YCTaHOBKH
OKOHEYHOTI O yCTpOlZCTBa. Hanee nooknto4nTb yCTpOVICTBO Mo cxeme CornacCHo pykoeBoAdcCTBYy Mo
SKCrayaTaunn Ha KOHKpETHOE yCTpOIZCTBO. N HaxaTb KHOMKY aKTUBaLUWW Ha niaTe.

yCTpOl\/'ICTBa C UMNynbCHbIMM BXOA4aMU Mpn NOAKIIOHEHNN K HUM BHELWHUX CYHETYUKOB
MOTYT HaKarimBaTb C}'IyL‘IaIZHbIe MMIMYbChbl. Nocne 3aBepLieHund HaCTpOI;IKI/I TaKoro yCTpOIZCTBa
Heo6Xx0AMMO C6pOCI/1Tb 3T MNMOKa3aHWn4, yaep>xXmnBagd KHOMKY akTBauli B TEYEHNE 5 CeKyH/A, a
3aTeM CHOBa BKJTKOYUTb yCTpOl\/'ICTBO.

KOppeKTHOCTb pabOoTbl OKOHEYHbIX YCTPONCTB TakxKe MOXHO npoBepaTb Yyepe3 IOT Vega
AdminTool.

ﬂOCTpOGHMe CETU 3aBepLUEHO.
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